INFORMATION PROCESSING DEVICE 



Publication number: 
Publication date: 
Inventor(s): 

Appiicant(s): 

Classification: 
- international: 



WO0057278(A1) 
2000-09-28 

KITAHARA JUN [JP]; ASAHI TAKESHI [JP]; OWADA TORU 
[JP] 

HITACHI LTD [US]; KITAHARA JUN [JP]; ASAHI TAKESHI 
[JP]; OWADA TORU [JP] 



Also published as: 

M US7082539 (B1) 
II JP3975677 (B2) 
'BWO0057290 (A1) 



G06F21/00; G06F12/14: G11B20/00; G06F21/00; G06F12/14; 
G11B20/00; (IPC1-7): G06F12/14; G06F3/06; G06F15/78; 
G1 1820/10 

- European: G06F21/00N1V3; G06F21/00N1C; G06F21/00N1C1 

Application number: WO2000JP01333 20000306 
Priority number(s): WO1999JP01402 19990319 



1 
1 
i 
@ 
1 



Cited documents: 

JP5053921 (A) 
JP1041947 (A) 
JP41 63768 (A) 
JP9044407 (A) 
JP4149652 (A) 



Abstract of WO 0057278 (A1 ) 
A device structure for reliably encrypting and 
decrypting information is provided, which is used for 
security with information processing device, a 
communication device and a file management 
device. Such devices comprise a plurality of 
semiconductor parts. Therefore, confidential data 
may remain in devices, for example, in a system bus 
and semiconductor memory for main storage. To 
solve this problem, a device CPU is equipped with a 
microprocessor, an encryption algorithm ROM, an 
encryption hardware, RAM, a key storage area, and 
an external bus control, which are all integrated into 
a single semiconductor chip. Encryption and 
decryption take place only within the GPU, and the 
Internal operations of the CPU cannot be inferred 
from signals outside the CPU. 
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(57) Abstract 

A device structure for reliably encrypting and decrypting information is provided, which is used for security with information 
processing device, a communication device and a file management device. Such devices comprise a plurality of semiconductor parts. 
Therefore, confidential data may remain in devices, for example, in a system bus and semiconductor memory for main storage. To solve this 
problem, a device CPU is equipped with a microprocessor, an encryption algorithm ROM, an encryption hardware, RAM, a key storage 
area, and an external bus control, which are all integrated into a single semiconductor chip. Encryption and decryption take place only 
within the CPU, and the internal operations of the CPU cannot be inferred from signals outside the CPU. 
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